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Employee Privacy Expectations on Work Computers: SCC

The Supreme Court of Canada decision in R. v. Cole, 2012 SCC 53 has

implications for employers who monitor the way their employees use workplace
computers. The case involved an Ontario teacher who was charged with
possessing child pornography after his employer turned over his work-issued
laptop and copies of a hidden folder containing explicit photos of a student to
the police. The court found that the warrantless police search of the computer
violated s.8 of the Charter, but set aside the exclusionary order made by the
Court of Appeal and ordered a new trial. Although the court left "for another day
the finer points of an employer's right to monitor computers issued to
employees" (para.60), it did find that "(t)he context in which personal
information is placed on an employer-owned computer is nonetheless
significant. The policies, practices, and customs of the workplace are relevant to
the extent that they concern the use of computers by employees. These
"operational realities" may diminish the expectation of privacy that reasonable
employees might otherwise have in their personal information.” (para.52)

These articles discuss the implications of the decision for employers:

. Supreme Court of Canada says reasonable expectation of privacy for

workers continues on employer-supplied laptops, Stikeman Elliott;
« Workplace Policies Can Diminish An Employee's Expectation Of Privacy



http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6in6MFmWXEotEeMP2Iv2dyjBAaA9o5FWj3WIGeZ-nefKqwRUItUBtb5QL_VSczBEL_J0JWX8owpfSwcBfzybIoj84vzDKeApXh5idgDsmkPvthiFUsWtSeAjyPMBrn9I0BwTSlEq79U_EiGHakJiqyVOZ_4yt9FLBevNMnge98TKA==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jJWV1DvwOPh0MsvFxJcctvEt8bkiQq-D_XxTHeBe8Qg8rCUg8p2xJAaTbX1UiizAL755Qc8I1jsKINdl2UJf7ZrO-B1GUrRl26DKmnNeeh5biRI94VN6Fkhas8bSJF5RLiyg-AODl2mQ23mv5KTssU9aJIQuR5y6soIZSTrvm72vaD1FAmF9Ljj9KFqe9OrLSXAgahw_fpSA9Xa2CEWm8WtzVHm3xw4xCPT4jvlRL8fi--RxsdVnzoKJn3TXRYaUjADaD9ZInuH1NOxsgMQ4YT
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jJWV1DvwOPh0MsvFxJcctvEt8bkiQq-D_XxTHeBe8Qg8rCUg8p2xJAaTbX1UiizAL755Qc8I1jsKINdl2UJf7ZrO-B1GUrRl26DKmnNeeh5biRI94VN6Fkhas8bSJF5RLiyg-AODl2mQ23mv5KTssU9aJIQuR5y6soIZSTrvm72vaD1FAmF9Ljj9KFqe9OrLSXAgahw_fpSA9Xa2CEWm8WtzVHm3xw4xCPT4jvlRL8fi--RxsdVnzoKJn3TXRYaUjADaD9ZInuH1NOxsgMQ4YT
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6hcNKKLSzoCT47N5ZXJPe8avmxTivH7KNbezdYz3EwRTfN6u_zb4t3dqNcDe1iM8Qf8NtKleLluTN9SerphwZZxq2WOrY5ht3lwiek_yuNxXYkTnxSQQK73xz3lgUpib5EDApX1759mSHttCaDsGvyK78fNU6S8Qp3rPPNE9zzJMA==

In Personal Information On Work Computers, Borden, Ladner, Gervais;
« It's Official: The Supreme Court of Canada concludes that employees
may have a reasonable expectation of privacy in relation to their work-

issued computers, Workplace Wire.

Law Firm Partner Not an Employee: BCCA

The British Columbia Court of Appeal overturned earlier rulings that law firm
partners could be treated as employees under human rights legislation in
Fasken Martineau DuMoulin LLP v. British Columbia (Human Rights Tribunal),
2012 BCCA 313, ending a Vancouver lawyer's challenge to the mandatory
retirement provisions of his firm's partnership agreement. The court found it
"legally unsupportable” to treat the firm as an entity separate from the partner,
and stated that there could be "no doubt that in Canadian law, a partnership is
not a separate entity from its partners, and a partner cannot be an employee of,
or employed by, a partnership of which he is a member." (para.45) For
comments on the case see:

« Mandatory Retirement and the Partnership Track in Fasken Martineau
DuMoulin LLP v BC (Human Rights Tribunal), The Court;
. B.C. Court of Appeal says partners not employees of law firm, Legal

Feeds blog;
. Mandatory Retirement of Partners in Law Firms, Slaw;

The Canadian Lawyer cover story New tricks discusses what some lawyers are
doing to resist retirement.

Supreme Court to Hear Conflict of Interest Case in New Year

A tentative date has been set for the Supreme Court of Canada to hear the
appeal of Wallace v Canadian Pacific Railway, 2011 SKCA 108, in which the

court will consider, among other things, whether it is a conflict of interest for a
law firm to accept a retainer to sue a current client on an unrelated matter
without first obtaining the informed consent of the client. Also at issue is the
proper test for determining the exceptional cases where the informed consent of
a current client to act adverse can be inferred and when the remedy of
disqualification of legal counsel is available or appropriate for breaches of the
duty of loyalty. The tentative hearing date is January 24, 2013.



http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6hcNKKLSzoCT47N5ZXJPe8avmxTivH7KNbezdYz3EwRTfN6u_zb4t3dqNcDe1iM8Qf8NtKleLluTN9SerphwZZxq2WOrY5ht3lwiek_yuNxXYkTnxSQQK73xz3lgUpib5EDApX1759mSHttCaDsGvyK78fNU6S8Qp3rPPNE9zzJMA==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6glNK3YusOIlxzs0Vxza-IzYsIw-AN51KEE6pbqT-uKCJLq0AwgBAAokEFnYZXz_Yk-ZkPAOtBWjqTIWmAoBB2WXRpOZzUguCPvZohTdUeaN77MCnjSh8l00ypyNvL9JC6UaMRuoUkC8MoQJrUn3AfxByBKed35-dxB7LfIM29ZgM07OCh9KWpa5-ncaSCKnpCQW31OKFoEu7jXTpaYfTuy0YWSkcWqdCadV_hbFfeMFQOC5zXcavsyVuLn6RxvY7yyIzgB-cXcFA==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6glNK3YusOIlxzs0Vxza-IzYsIw-AN51KEE6pbqT-uKCJLq0AwgBAAokEFnYZXz_Yk-ZkPAOtBWjqTIWmAoBB2WXRpOZzUguCPvZohTdUeaN77MCnjSh8l00ypyNvL9JC6UaMRuoUkC8MoQJrUn3AfxByBKed35-dxB7LfIM29ZgM07OCh9KWpa5-ncaSCKnpCQW31OKFoEu7jXTpaYfTuy0YWSkcWqdCadV_hbFfeMFQOC5zXcavsyVuLn6RxvY7yyIzgB-cXcFA==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6glNK3YusOIlxzs0Vxza-IzYsIw-AN51KEE6pbqT-uKCJLq0AwgBAAokEFnYZXz_Yk-ZkPAOtBWjqTIWmAoBB2WXRpOZzUguCPvZohTdUeaN77MCnjSh8l00ypyNvL9JC6UaMRuoUkC8MoQJrUn3AfxByBKed35-dxB7LfIM29ZgM07OCh9KWpa5-ncaSCKnpCQW31OKFoEu7jXTpaYfTuy0YWSkcWqdCadV_hbFfeMFQOC5zXcavsyVuLn6RxvY7yyIzgB-cXcFA==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6hSr9ED5sEa_VOHwmx-bLphEKd34QoXPiNbbJpjwxb3DOcccxgHVBtCkYYmf5EkKpjqWw125ZwioaBEe5la4wNNdshFs8BHRBH84y-Zs53sucjCizCKtSGpFtkY2ivrwwIpD44DAK197QnHMk8O57HVBJCw4m6gQYcRmV-esZj2SBBTlLQ9lWQc
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jCFBgI6bjlefPJ5HzOTun-j8FzwoyWr6x5JdUr5z1X5kJzzA1Xwy5F-qoVGtvYc2t5pS6B_IwyMXNhYBHE13QhmlIBQBH935brVrI3lwWPnh4ty8-mnho4gtfBl2Q3erChrZUdnZFtrdeGRGuibuUlflQDgZ-tyAAy7WKZx0IY-rkIq75o2CoWE9tU-G9VeHVnnkPq8w8Vh5WLrPi3ouTCApY4JDEPb6P43TTNIUnxDaOHImlRbocFDdYDyeLywtT9GAJiEY8405Wff6l44zjJ
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jCFBgI6bjlefPJ5HzOTun-j8FzwoyWr6x5JdUr5z1X5kJzzA1Xwy5F-qoVGtvYc2t5pS6B_IwyMXNhYBHE13QhmlIBQBH935brVrI3lwWPnh4ty8-mnho4gtfBl2Q3erChrZUdnZFtrdeGRGuibuUlflQDgZ-tyAAy7WKZx0IY-rkIq75o2CoWE9tU-G9VeHVnnkPq8w8Vh5WLrPi3ouTCApY4JDEPb6P43TTNIUnxDaOHImlRbocFDdYDyeLywtT9GAJiEY8405Wff6l44zjJ
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6iROHrcwr_P_Eb62MVTbTp23vxPNx6JFvBxoQuTjkG6J6JFaA-FySbNxOqWVthM58kI71OB3ubGrY1GwWf1RDOePKS3k_YsbCt7VJ_4fFRped2weJndNAI0Ak0-403knQH7Jr0IhA5PLTNCUMnAAj_yBZZbwrO32XOgNKvRN8FYU9jy4XU-Xlwtd6Unr8DgvN339hj4_GviUO2lc30bNCWn0JwCf187rh9CLl9KkYmqEcG6vcYRioxPzuI_-IbqQvRQGEBkmWnqpZyWYJ9x08CA_mL9RUxk3GBm7xovAhzIQYBTxpJITI6_PbfkBqJ-3HL_azQaID8l7g==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6j7GRLaFqzNuRGstu-Rt_o3bfxQhKfIDtrtMO7gRpk3D_P8-jVAz24pDwYdJEBHwrs8e7bDj_OKoDiQqkrS6fqwT51EXuqLaVIjMVWw_WyabSM5wF-hJbN3cZHrWElDZGnrziuoNPkysl4PeRfcjH0yYBNu4w7G_WJq_-teYKJ9c_O44BGKBXtV
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6iVLQZKJ3nAbsd3spX205QGBBWFNyN0UpvvvsITtG5F8H6FJ6fJoS58LabhzgTDLsKEoOI1TLy9Gi0kaS1OyGokcWuBOn2Ws6QJUnXyo506WE82gcwGV7pfipgUNXIta6cblx2PMS6BFg==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jWGLBVJwxhFO0781QEZwAF9p9ZVgk5LWo-Bo90U8iDtwyNRLLoQplbQT9HRPavK9cNeKjbaO0x3kW_W-S_FKxdCBcAQfzKLH6AMwIRESFVaRQVmefWLsJGZvpkFmtOV_4TZcmpwfkNN2_3a9aUYQY4ap2vKTMXOwjEWCm9bSPWigI5uUL5rErX

Protecting Client Confidentiality

Targeted data breaches at several Canadian law firms have highlighted the
need for both increased high-tech security and mandatory breach reporting
according to Privacy Commissioner Jennifer Stoddart in this Lawyers Weekly
article. Each technological advance increases the risk of a data security breach,

a nightmare scenario for lawyers who must keep client information confidential.
Securing Personal Information: A Self-Assessment Tool for Organizations,

developed by the privacy commissioners of Canada, BC, and Alberta, will help
you gauge how well your firm is protecting personal information. Not all
breaches originate from external sources, however, and not all internal
breaches are intentional. Developing a policy to guide employees on the
acceptable use of firm technology is an important preventative measure. The
Lawyers Mutual publication Data Security Policy, authored by Pegeen Turner,
identifies the elements of a data security policy and provides a sample law firm
policy. It also includes a sample service provider confidentiality agreement to be
signed by outside service providers who have access to firm information when
completing their work.

The Slaw article Securely Deleting Data From Mobile Devices discusses the
importance of wiping data from mobile devices, another source of unintended
confidentiality breaches.

Don't Be A CASL Casualty

Canada's anti-spam legislation (passed in 2010 and expected to come into
force in the new year) will require all businesses, including law firms, to
reassess and likely change their electronic marketing strategies. For a summary
of the steps law firms should take now to ensure compliance see What's it all
about? How anti-spam legislation can affect your firm, a recent post on the
CBA's Practice Link website.

Resources for Solo or Small Firm Practitioners

There are many excellent online resources for lawyers practising on their own
or in a small firm setting, or considering whether to do so. These examples are
only the tip of the iceberg:

« 10 tips for starting your own firm - this 4Students article, aimed at

recently called lawyers but applicable to any lawyer considering solo
practice, outlines how to do it right. It also provides links to more
comprehensive resources such as the Law Society of Upper Canada's
100-page Guide to Opening Your Practice and Practice Management

Guidelines,and the Canadian Bar Association's Practice Link library.

. The Law Society of British Columbia provides free online access to its
Professional Legal Training Course materials, including the August 2012
edition of Practice Management which has sections on Opening a Law

Practice, Law Office Systems and Procedures, File Management, Client

Relations, and precedents for retainer and non-engagement letters.
. The Canadian Bar Association's Small, Solo and General Practice

Forum represents the common needs of general practitioners. Among its



http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jZJODIs132ZkLA0KzEuWc28qL6n87bk93205f2SlVPHixDrtG4tNova2HWONe9GmaiKFAw1i4zYBRzx0WyEen3PzYKnvzzqa_f6mn5vWlPnAEaS9LKRy0JIg0lJGOnOXKDVjO7iG5TZgBwrfh9edfhcUCuuKvNHxjWv_Mn9yepO0hLzuWx0DAI
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jFe24ZwKGTMnM5t8d19gaODqkym3cStyc_u6wfUuWdsljBk0qTPhChwommkf7ocp2hq5U6TPnNucegLLpHvdsxbCb2tGO2fIPxxxJDeEYoBg2VpQVvbKZ5KTIYnC6RQh-QRk76ee1BidEayom7GbKTEXheJQtorjpCsOseRPURN7SX6lID5VZhx9dNKTLyhY8=
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6hWMPxL8snO8YsfAPzKnmBL8JAzZm0R6kKk3tqJONdX-cB91Bbfz9F216jxKfcdq0KJecUlS0eVz1Vx3uloiPDZUqVDZeJCXbTZRWBhJFtvHY8ck9NFkcDbMDmwXfacEmrRYm3b-V367SdPTOCTdPRqV_1Y5V2-_WuC3F04-zAph_of5JycVJ9qBhzorBmXRW_E6QcGcRWcS_Tz-kHbuH6JGitgOvSHpgI=
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jfnrmnZAbgY_bJpDknJfbOV4WJLyMd1GcJx2vuLsD_wjORvwpT6__9hntXsNdDPrVnt__YftWCQanxqW_Swl_nTXYQI39Lz335Pqjr6eixmr4LlNcs_zWRf5BXd9CXSof6oHufrskNcUEQRZDgUyu9fOLVwkWOSID77nAdUvjBAieNhSPiEw76
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jIPir73m3brXev83hZZvtXlCgX1M3sLhfsMZtQsWc_hdyT3hWxXX8UTfPxQ9KKsZBMgQGrlV6J0wT8iBlEc-xv2mDBAALojm6aVa_dt-By7TH9Bs-693lt2Jacnqp8_IQ2Co0m5Of4J9_rbo4CDeG7
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6jIPir73m3brXev83hZZvtXlCgX1M3sLhfsMZtQsWc_hdyT3hWxXX8UTfPxQ9KKsZBMgQGrlV6J0wT8iBlEc-xv2mDBAALojm6aVa_dt-By7TH9Bs-693lt2Jacnqp8_IQ2Co0m5Of4J9_rbo4CDeG7
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6gaRYA3i5dNphUZXKZaX5h86h2ju5m7lZ6LOzRnFeLpDKEO4xevQe8S1MAVo6WQQ5WXzsR9kJhaBvPnMspYebPT40trgby6pABwHjCsM9P6GoS58mKdoULBG0Vlw43St-xuDAPFAI8qEHmZYYQ4Y29Pq8NcJlBQOsVGAfhkyD8aEtE5qge3PDXngXP0-3xmpbu_w-Bw4mIhgwme6Dz6QVG5oPQV1BdzkUEidRlDGgI_qnR77pC1vPLxXqimYMhkz4pQIAMlEtQTq2YmVZYyLkVRRbgl6Y11cwE=
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6gi_DCQldEKYOQ3Dl1SnYogwmSKLt6sbs875ZV_FVQzbPujkpCaJWqIk_qdtIbNkbv1EKCBGDiedHkPIKgdFbTK8YUnFmRIUd-gm19bL-qfiPKOOH1fgIJgAT3QzUmF5cv90gu76zt5bSA5J_YyIAAePIznnyplsN4=
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6itRigbTj7NyGiV4m5k9y6bC9rAE91xXmTxeVhC2qBzGQynhIMr1t94SpJeinasmUQq5h9QLKdB1zqvL0VJA9n0pAzNMxyb5F4SHOo1kWF7pm8HZCmveudvmLkyKDMGqIKUSms7A1Ir8w==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6itRigbTj7NyGiV4m5k9y6bC9rAE91xXmTxeVhC2qBzGQynhIMr1t94SpJeinasmUQq5h9QLKdB1zqvL0VJA9n0pAzNMxyb5F4SHOo1kWF7pm8HZCmveudvmLkyKDMGqIKUSms7A1Ir8w==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6hCoZlvBfinxjp5N7reQee4vw1GF1L5HG2MTVoNHBmcvkRpxr-J35o5yASNc2R5v-JFQZ--gDThzokyZA36dE8kqvdMVTRZRq0APZKDFemshVUgoHu94oxsJNdxqJf7ifzdVfFOwVfSRPac1_3qGzfBZFA_VvCvjZs=
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6ho9oFNLx7mV_1nY4bTM5CYtn5vPZZVARdH4oMbQSjSIg--CKkVng3XOhQZ2PbmH6OnUat58B3LaiND83aeMDsU91htDdWkp7zjUOc5b1pA6Fgc5bk2CTloTNAc6vFhNnfyF5Hkl6IXrflscu7EvnvrHq_PPtbRMb5A9nWBT6flyg==
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6iqC8ot5wXpvTWCLwqCLCLCV3Q7EhVn20E18Dpwr9flzkee9ATZWxsq6MmfZzpvDTNiNfWYbS2n8A0cNjeljC1290RUlLInNhzQrRg8yvXtVfkNGEA647gkOQYDXMsxB8w3HbSZUnPYHyM8SUsniGYU
http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6iqC8ot5wXpvTWCLwqCLCLCV3Q7EhVn20E18Dpwr9flzkee9ATZWxsq6MmfZzpvDTNiNfWYbS2n8A0cNjeljC1290RUlLInNhzQrRg8yvXtVfkNGEA647gkOQYDXMsxB8w3HbSZUnPYHyM8SUsniGYU

publications is the General Knowledge newsletter, the latest edition of
which contains articles on What you need to know before hiring a lawyer
as an independent contractor, Developing and marketing your own
practice, and The ethics of cloud computing for lawyers.

. The American Bar Association's Solo, Small Firm, and General Practice
Division publishes two online resources: GP Solo magazine (six times a
year) and GP eReport (monthly). The theme of the September October
2012 magazine is The Changing Face of Law Practice, and one of its

articles is about lawyers who have had to forge their own path.

. And, if you are at the other end of the lawyer demographic and are
contemplating retiring from a solo or small firm practice you'll want to
read 3 Introductory Steps for Small Firm Succession, a recent Slaw post

which summarizes the basic steps you need to take now to begin the
succession process.

Getting Paid Just Got Easier

Square, an electronic payment service that lets users accept credit card
payments through their smart phones or iPads, is now available in Canada.
This low cost, no contract, straightforward payment service will be a winner for
smaller Canadian law firms according to David Bilinsky, the author of the Slaw
post Square Comes to Canada.

Websites 101

If your firm website is due for an overhaul the Slaw article How Usable Is Your
Website? provides several useful tips for using images and graphics, improving
layout and design, and adapting your writing to suit the web. Anatomy of a Law
Firm Website (Re)Design, by Practice Link author Susan Van Dyke, is also

instructive, particularly on the question of whether to revamp an existing
website or create a new one.

Upcoming CPD: LSM

. The Law Society is bringing back Martin Latz, one of North America's
leading experts and instructors on negotiating techniques, for two day-
long workshops on negotiation strategy. Gain the Edge!® Negotiation

Strategies for Lawyers takes place November 7, 2012 and Advanced
Negotiation Strategies is on December 6, 2012. Further information can
be found in the program agendas (Nov 7 and Dec 6) and on the

presenter's website.

. Electronic Legal Research Booster (An Intermediate Level Legal
Research Program) - Enhance your online legal research skills at this
hand-on program where you will learn how to find the best free legal
commentary on recent case law and legislative developments in your
practice area. The program takes place on November 14, 2012, from
1:00 to 4:00 p.m. at the Law Society classroom.

. Practical Ethics: Real Problems, Real Solutions - register soon to attend
either the morning or afternoon session of this live repeat of last winter's
popular program on practising ethically. The sessions take place on
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http://r20.rs6.net/tn.jsp?e=001YA9_7HP4m6gtDxvXHAutA75uUiuuTrahg1v24Tczwe9XXktIXFSXWXPKDGJHFFo-I6De2e-i6mrfvUbmzn1XejGgIt4N59gAbGmYAGxQiqj9daRqc20ZiwWv-OKYaG1-U3bnBR3iCkZSRj7FVSa5UKF7X0zpPmgxEsYXFTFRVEMYlbjG37gxYrZDIaNUpi0n
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December 10, 2012 and feature leading legal ethics instructor Paul
Paton and local panellists Vivian Rachlis, Bill Gange and Anita Southall.

Honouring Chief Justice Richard Scott on His Retirement

Manitoba's legal community is invited to participate in two events honouring
Chief Justice Richard Scott on his retirement. An educational forum Courting
Change: The Changing Role of Courts will be held February 8, 2013 and a gala_
dinner is planned for February 9, 2013. See www.scottretirement.org for more

information.

The Law Society of Manitoba provides this service solely for the benefit of and
to support the competence of its members. Members should exercise their
professional judgment in using or adapting any content.
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